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Chinese Citizen’s Involvement in the Supply of MKS Pressure Transducers to Iran: Preventing 
a Reoccurrence, By Ian J. Stewart, Andrea Stricker, and David Albright (ISIS and the Alpha 
Project, 30 April 2014)



Agenda

• United Nations Security Council 
• UNSC Sanctions resolutions
• Implementation by national authorities
• Financial sanctions and the role of FATF
• DPRK and Iran
• Mitigating Risk
• Law Enforcement use of Financial Intelligence
• King’s College London Study on Typologies of 

Financing of Proliferation
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UN Security Council

• 15 Members
• Can impose sanctions or authorize use of force to 

maintain or restore international peace and security
• Objectives determined by monthly President
• Current President: Spain

– Non-Proliferation and Disarmament
– Protection of civilians in zones of conflict
– Terrorism
– Syria
– Libya 

• References
– un.org
– securitycouncilreport.org
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Security Council Sanctions Resolutions
Management

• UN Charter Chapter VII Article 41
– Obligatory on all Member States

• Currently 14 different sanctions regimes
– DPRK
– (Iran)

• Principles of Targeted Sanctions
– Arms embargoes
– Travel bans
– Asset freezes
– WMD-related goods and materials

• Role of Sanctions Committees and Experts 6



Security Council Sanctions Resolutions
Implementation

• Designations
– UN lists (PDF, XML, HTML)
– And may extend to: “owned or controlled by…”, “acting on 

behalf or at the direction of…”

• Exemptions
– Role of Committee
– Arms embargoes
– Travel bans
– Asset freezes

• Appeals
– Secretariat Point of contact
– Ombudsperson
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Security Council Sanctions Resolutions
Implementation

• Security Council
– Decides, requires…
– Calls upon, urges, encourages…
– Emphasizes, re-emphasizes, underscores…

• Also, action if States
– Determine that…
– Possess information that provides reasonable grounds 

to believe that…

• How authorities implement sanctions provisions
– Implementation notices published on Committee 

websites
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US, EU and other unilateral sanctions 
regimes

• May toughen or expand UN measures 

• Some sources of information:

• https://www.treasury.gov/resource-
center/sanctions/Pages/default.aspx

• http://ec.europa.eu/dgs/fpi/what-we-
do/sanctions_en.htm

• https://europeansanctions.com/eu-guidelines/
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Security Council Financial Sanctions
Role of FATF

• Recommendation 7 (2012)

• Guidance on implementation of UN financial 
sanctions on WMD programmes (June 2013)

• Country Mutual Evaluation Reviews (26 to date)

• Recent Security Council resolutions on DPRK and 
Iran require re-examination of Rec 7 and 
Guidance.
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DPRK

• Six Security Council Sanctions resolutions: 1718 
(2006), 1874 (2009), 2087 (2013), 2094 (2013), 
2270 (2016), 2321 (2016)

• https://www.un.org/sc/suborg/en/

sanctions/1718

• Include four categories of UN financial sanctions

– Targeted financial sanctions

– Activity-based sanctions

– Vigilance Measures

– Other financial measures
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https://www.un.org/sc/suborg/en/sanctions/1718
https://www.un.org/sc/suborg/en/sanctions/1718


DPRK 
Targeted financial sanctions

• Require freezing of funds, other financial assets and 
economic resources of designated individuals and 
entities (currently 39 individuals and 42 entities)
• Lists on UN website

• In accordance with States’ existing legal processes

• Immediately

• Funds, other financial assets and economic resources

• Also, funds owned or controlled by entities of 
Government of DPRK or the Workers’ Party of Korea, or 
individuals or entities acting on their behalf or at their 
direction
• If the State determines they are associated with DPRK’s 

prohibited activities
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DPRK 
Targeted financial sanctions

• Exemptions may apply (subject to Sanctions 
Committee notification or authorisation)

• Basic expenses

• Extraordinary expenses

• Lien or judicial judgement

• DPRK Diplomatic Missions

• 1718 Committee decision
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Iran
JCPOA and resolution 2231 (2015)

• Previous UN sanctions on Iran in place since 2006

– Included four categories of financial sanctions

• Resolution 2231 (2015)

– UN sanctions terminated on 16 January 2016

– Replaced by certain “specific restrictions” for up 
to ten years

– Procurement by Iran that was previously 
prohibited is now authorised, subject to Security 
Council approval
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Iran
JCPOA and resolution 2231 (2015)

• Targeted financial measures only (currently 23 individuals 
and 61 entities)

• In force until Oct 2023 (or IAEA “Broader Conclusion” 
regarding Iran’s nuclear activities)

• Exemptions may apply (subject to Security Council 
notification or authorisation)
• Basic expenses
• Extraordinary expenses
• Lien or judicial judgement
• Implementation of JCPOA
• Authorised nuclear cooperation projects
• Pre-existing contracts

• Guidance at http://www.un.org/en/sc/2231/
18



19



Towards mitigating risk of financial 
transactions connected with proliferation 

or that circumvent sanctions 

• Good communication between authorities and 
foreign partners

• Good coordination amongst domestic authorities 
(see also FATF Rec 2)

• Good communication between domestic authorities 
and banks and DNFBPs 

• Good communication by authorities with 1718 
Committee and DPRK Panel of Experts, and with UN 
Secretariat 2231 Team
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Relevance of financial intelligence to 
law enforcement investigations
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Source: Federal Bureau of Investigation Weapons of Mass 
Destruction Directorate



Proliferation Finance - Following the money
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Source: Federal Bureau of Investigation Weapons of Mass Destruction Directorate
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King’s College Study of Typologies of 
Financing of Proliferation (FoP)

• FoP poorly understood by banks and regulators

– Few regulators require STRs relating to FoP

– Banks’ due diligence procedures may not be tuned 
to detect FoP

• The Study is collating and analysing data in order to 
publish updated reports on typologies

• To support Study please contact me at 
Jonathan.Brewer@kcl.ac.uk

• See also https://projectalpha.eu/study-of-the-
typologies-of-the-financing-of-proliferation-stfop/

mailto:Jonathan.Brewer@kcl.ac.uk


Thank you

Questions?
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